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1. [losicHUuTEIbHAA 3aAIMCKA

1.1. Ilenp v 3aga4u AUCHUTLIAHBI

L[eﬂb JUCHUIINIMHBI — HpO(i)eCCI/IOHaJIBHaSI MmoAroToBKa MaruCTpaHTOB, HCOGXOI[I/IMaSI JUIA
OCBOCHHUs MCETOAO0B H TEXHOJIOTHI 3allINThI FOCYHapCTBeHHOﬁ TalHBI IpH pa60Te B
ABTOMATHU3UPOBAHHBIX I/IH(i)OpMaLII/IOHHbIX CHUCTCMaAX.

3amauu JUCHUILINHGL:
IaTh 3HAHUA:

— 0 HOPMAaTHBHBIX IMPABOBBIX aKTaX, HOPMATUBHBIMU MeToAuueckuMU AokymMeHTamu DCb wu
OCTIK Poccuu B 061acTu 3amuThl ”HGOPMAITUU OTPAHUYSHHOTO JJOCTYTIA;

— 00 aTakax Ha CeTEeBbIE IPOTOKOJIBI
— METOJIaX U CPeJCTBAX 3alUThI MH(HOPMAIIUY B KOMIIBIOTEPHBIX CETSX;

— 0 METOJIaX U CPEeJICTBAX MOCTPOSHUS BUPTYaAJIbHBIX YACTHBIX CETEH;

— 0 METOJIaX M CPEJICTBAX AyAMTA 3AMUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM.

1.2. HepequL INIAHUPYEMBIX PE3YyJIbTATOB 06yquH$1 0 JUCUMILIMHE, COOTHECEHHBIX

WHJIUKAaTOpaMU JOCTUKEHHS KOMIIETEHINN

Komnerenuus HNuaukaropsl PesyabTaThl 00yyeHus
(Kol ¥ HAMEHOBaHUE) KOMIIeTeHIHit
(K01 1 HAMEHOBAHUE)
I1K-3 — Cnocoben [1K-3.1 — 3naer 3nams:

OCYIIECTBIISATH MOA00D,
U3y4eHue u 0000IIeHHe
Hay4YHO-TEXHUYECKOMN
JUTEPaTypPhl,
HOPMATUBHBIX U
METOANYECKHX
MaTepHalioB, COCTaBIATh
0030p 1O Bompocam
obecrnieueHus
UH(POPMALIMOHHOM
0€30MacHOCTH 110
npoduIo cBoei
npodecCuOHAIbHON
JeSITeIbHOCTH

HOPMATHUBHBIC ITPABOBBIC
aKTHI B 00JIaCTH 3aIllUTEI
uH(popMaluy,
HalMOHAJIbHEIE,
MEXTOCYIapCTBEHHBIC U
MeEXTyHApOIHbBIE
CTaHJapTHl B 00J1aCTH
3alUThl HHGOPMAIIUH,
PYKOBOJSIIIAE U
METOJINYECKUE IOKYMEHTHI
YIIOJTHOMOYECHHBIX
benepanbHBIX OPraHOB
HCIIOJHUTENILHOM BJIACTH I10
3anuTe HHPOpMAaIHH

¢ HOPMATHBHBIC [IPABOBBLIC AKThI B
o0J1acTH 3amuTh HH)OPMAIIHH,
HallMOHAJILHBIE,
MEXTOCYIapCTBEHHBIE U
MEX/yHapOAHbIE CTAHAPTHI B
o0nacTu 3a1uThl HHpOpMaIUH,
PYKOBOJIAIINE U METOJUYECKUE
AOKYMCHTBI YITOJTHOMOYCHHBIX
(benepaabHBIX OPraHOB
HUCIIOTHUTETbHOM BIACTH 110
3aImuTe HHPOPMAIHH;

® OCHOBHBIC CETEBBIE aTaKU

® CrocoObI 3aIIUTHI OT CETEBBIX aTaKk

[TK-3.2 — YMmeeT paboTtaTh ¢
MPOrPaMMHBIM
o0ecIeYeHnEM ¢
COOII0ICHHEM
JIEHCTBYIOMNX TPeOOBaHUIA
10 3aIuTe HHPOPMAITUN

Ymems:

e paboTaTh C MPOrpaMMHBIM
obOecrnieueHreM ¢ cOOI0ICHUEM
JEHUCTBYIONUX TPeOOBAaHUH TIO
3anuTe HHpopMaIu

[1K-3.3 — Brageer
OpTaHU3aIMOHHBIMHU
MepaMH IO 3aIIUTe
nH(popMalun

Bnaoemu:
e OpraHu3alIOHHBIMH MEpaMH 110
3amuTe HHGopMauu

1.3. MecTo AMCHUIUIMHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOrpaMMbl

Hucnunnuna «TexHonoruu 3amuThl ”HGOPMAITUU B KOMITBIOTEPHBIX CETSAX)» OTHOCHUTCS K YaCTH,
dbopMupyeMoil y4yaCTHHKaMU 0Opa30BaTEeNbHBIX OTHOIIEHWH OJIOKa IUCIUILUIMH Y4e0HOTO
UIaHa.
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Jlist ocBOCHMSI TUCIUIUTMHBI HEOOXOAMMBI 3HAHUWS, YMEHUS W BIAJCHUSA, CHOPMUPOBAHHBIE B
XO0JIe M3Yy4YCHHS CIEAYIONIMX JAUCIUIUIMH U TPOXOXKICHHUS TPAKTUK: JUCIHILIAHA SIBIISCTCS
JUCITUTUIMHON HAaYaJIbHOTO IHKJIa O0YICHHUS.

B pesynbraTe OCBOCHHS AMCHUIUIMHBI (OPMHUPYIOTCS 3HAHUS, YMCHHUS W  BIAJCHHS,
HEOOXOUMBIC I U3YYCHHS CICAYIONIMX TUCIHMILIAH ¥ MPOXOXKICHUS MPaKTUK: « TexHomorus
MOCTPOSHHUS 3aIUIIEHHBIX cuUcTeM 00paboTku uHbopmarmuy, «Crnenkype Ne 5 (ICII)»,
«I[IpoeKTHO-TEXHONIOTHYECKask TpakTHKa» U «lIpeaaurioMHas mpakTuKa.



2. CTpyKTYypa IMCUMIIIMHBI

OO6mmas Tpy10EMKOCTh TUCIUIUIMHBI cCOCTaBisieT 4 3.e., 144 akaJeMHYECKUX YacoB,

CTpykTypa AUCHHUILIMHBI JIs1 04HOH opMbI 00yUeHust

O0beM IUCHUTUIMHBI B ()OpME KOHTAKTHOW PabOThl OOYYarOUIUXCS C IMeJaroru4ecKuMU
paboTHUKaMU W (WJIH) JTUIAMU, TPUBIIEKAEMbIMH K peaM3aliii 00pa30BaTeIbHONW MPOTPaMMBbl

Ha UHBIX YCIOBUAX, ITPU ITPOBEACHHUN y‘le6HI)IX 3aHATHI:

Cemectp | Tum ydeOHBIX 3aHATHI KonnuecTBo
4acoB
1 Jlexkuun 32
1 [IpakTueckue 3aHATHS 46
Bcero: 78

O0beM TUCIUIUIMHBI (MOJTYJIsT) B (hOpPME CAMOCTOSTSIILHON paOOThl 00YJIAFOIIHXCS
cocTaBisieT _66 akajgeMHuYecKUX yaca.

CTpyKTypa AUCHUIIMHBI VIS 04HO-3204HOI (popMBbI 00yUeHUs

O0beM TUCIUIUIMHEI B ()OpME KOHTAKTHOW PaOOTHI OOYYAIOMIMXCS C TMEAaroru4eCKUMHU
paboTHUKaMU U (WIM) JTUIAMH, IPUBIEKaeMbIMH K pead3aliu 00pa30BaTeIbHONW MPOrpamMMbl

Ha MHBIX YCJIOBUSX, IIPH NIPOBEIECHNUN YUEOHBIX 3aHITHIA:

Cemectp | Tum yueOHBIX 3aHATHI KommuecTBo
4acoB
1 Jlexuyn 16
1 ITpakTHueckue 3aHsTHS 16
Bcero: 32

O0beM AUCHUTUTHHBI (MOIYIIS) B (POPME CAMOCTOSITEILHON pabOThl 00YJIAIOIIUXCS
cocraBnsieT 112 akagemuyeckux gaca(oB).




3. Conep:xkaHue THCIUNIHHBI

Tema 1. [IpaBoBasi ocHOBa 321U THI HHGOPMALMH OTPAHNYEHHOIO I0CTYIIA

OcCHOBHBIEC TEPMUHBI U OTIpeIeIeHUs] B 001aCTH 3aIIUTHI HH(POPMAIIMKA OTPAHUYECHHOTO JIOCTYTIA.
OcHoBHble denepanbabie 3aK0HBI. JlokymeHTsl ['octexkomuccuun (PCTOK) Poccun mo 3amure
uHpopmanun orpaHuueHHoro jaocrymna. Jlokymentst @Cb Poccuu mo 3amute mHbopManuu
OTPaHUYEHHOTO J0CTYIA.

OTBETCTBEHHOCTH 3a MPECTYIUICHUS B Cpepe KOMITBIOTEPHOU HHPOPMALIUH.

Tema 2. Yrpo3bl 0€301aCHOCTH KOMIIbIOTEPHBIX ceTel

Ocob6ennoctu coBpeMeHHbIX KoMIbloTepHbIX ceTeil (KC). Cern HOBoro mokosjenusi. Mopaenu
KOMIIBIOTEpHBIX ceTeil. KomMmyTanusa u MapupyTusaius B KOMIBIOTEPHBIX CeTsAX. AApecaius B
KOMIIBIOTEPHBIX CETSIX.

VYrpo3et  OezonmacHoctd  uHpopmamuun B KC.  VYrteuka undopmammu B KC.
Hecankumnonunposannsiii goctyn k nHpopmarun B KC. Yazsumoctu KC. Bunsr atak va KC.

Tema 3. Mojaeib yrpo3 u Mojie/ib HAPYLIUTeJIsl KOMIIbIOTEPHBIX ceTeil

Pa3pabotka Mmonenu yrpo3 u Mojenu HapymuTens. PykoBoasiyue HOpMaTuBHbBIE JOKYMEHTBI 110
pa3paboTKe MOJIeNeil U oNpeieeHus aKTYaJIbHBIX YIPO3.

Tema 4. MexceTeBoe JKpaHHpPOBaHHUe

[Tepumerp xopriopatuBHOil ceTu. CoBpeMEHHbIE 0COOEHHOCTH NEpUMETPa KOPIOPATUBHOM CETH.
VYrpo3bl, CBA3aHHBIE C IEPUMETPOM KOPIOPAaTUBHOM ceTu. COCTaBISIONINE 3alIUThl IEPUMETPA.
MexcereBble  9KpaHbl ~ MX  BUABL. ~ AJIIMUHUCTPUPOBAHME  MEXKCETEBBIX  DKPAHOB.
JeMunurapu3zoBaHHas 30HA.

Tema S. CucreMbl 00HApPYKEHHMS W MPEJOTBPALICHUS ATAK

CucreMbl ynpaBieHHUsS YSI3BUMOCTSIMU. AHaJIM3 COAEPKUMOTO IOYTOBOrO U BeO-Tpaduka.
Cucrembl o6HapyxeHus atak. Knaccudukanus cucreM oOHapyKeHHUs aTak.
Cucremsl 3aiuThl OoT yTeuku uHGopmanuu (DLP-cuctemsr).

Tema 6. OcHOBBI TEXHOJIOTHH BUPTYAJIbHBIX 3alIMIIEHHBIX ceTeii VPN

Konnenmus nocrpoenust BUPTyanbHbIX 4acTHbIX ceTed — VPN. OcHOBHBbIE NOHATHS U (PYHKLINUN
cetu VPN. 3ammra uHpopmanuu B nporuecce e€ nepeauu no tyHHeno VPN. VPN-xiuneHr,
VPN-cepgep u mnumo3 OesomacHoctd VPN. Peammzanus wmexanmsma VPN. Bapuantsr
MOCTPOCHMSI BUPTYAJIbHBIX 3alUINEHHBIX KaHaloB. CpeacTBa obecnieueHus 6e3onacHoct VPN.
Kputepun 06e30macHOCTH JNaHHBIX NpUMEHHUTENbHO K 3azadyam VPN. VPN-pemenus ans
noctpoeHus 3amuIEHHbIX ceted. Kmaccudukamus cereit VPN. Kpurtepun knaccuduxamu.
OcHoBHble BapuanThl apxuTeKkTypbl VPN. JlocronncTBa npuMenenus texnonorui VPN.

Tema 7. 3amuTa Ha KAHAJTBHOM, CEAHCOBOM M CETEBOM YPOBHSIX

[TpoToxosnbl GopMUpOBaHUS 3aUIUIIEHHBIX KaHAJIOB Ha KaHajibHOM ypoBHe. IIporoxon PPTP.
Crpykrypa mnakera. IIporokon L2TP, ero mnpeumymectBa. ®opMupoBaHHE 3alUIIEHHOTO
BUPTyalbHOrO KaHana B mportokosie L2TP. ITpoTokonsl ¢popMupoBaHus 3alUIIEHHBIX KaHAIOB
Ha ceaHcoBoM ypoBHe. [Ipouenypa ycranosnenus SSL-ceccun. Henocratku nportokosnos SSL u
TLS. Ilpotokon SOCKS, ero ocobennoctu. Cxema yCTaHOBIJIEHHS COEAMHEHHUS MO MPOTOKOIY
SOCKS v5. 3ammra 6ecnipoBoanbix ceteil. [Iporoxonst WEP, TKIP, WPA u WPA2.

3amuTa Ha KaHAJIbHOM, CEAaHCOBOM U CETEBOM YPOBHSX. APXUTEKTYpa CPEACTB 0€30MacHOCTH
IPSec. KomnoHenTsl peanusanuii nporokona IPSec nMeror ciepyronie. ApXUTEKTypa cTeka
npotokosoB [PSec. 3amura mepemaBaeMplXx JaHHBIX C TMOMoOIb0 mpoTtokosoB AH u ESP.
[TpoTtokon ayrenTuduuupyromero 3aroyioBka. [Ipumenenue nporokoisa AH B TpancopTHOM U
TYHHEJIBHOM pexnmax. [IpoTokoa MHKancyIupyonen 3amuTbl, TpuMeHeHue npotokoyia ESP B
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TPAHCIIOPTHOM U TYHHEJIBHOM pEeKHUMax. ANTOPUTMBI ayTeHTUuKanuu u mudpoBanus B [PSec.
Crpykrypa anroputma HMAC. Ilporokon ymnpaBienus kpunrtoxkmodamu IKE. 3anmaun,
pemaembie mpotokonamu IKE. Ycranosienne 6ezonacHoi accommanuu. ba3er nanaeix SAD u
SPD. OcHoBHbie cxembl npumeHenus [PSec.

Tema 8. 3amuTa Be4-nopTaion

[IpakTHyeckue acmeKkThl 3alluThl BEO-MOPTaJoB OT HMHQPOPMAIMOHHBIX arak. Tumosas
apXUTEeKTypa BeO-TOpTaja. MOJCHCTEMBbl AHTHBUPYCHOW 3aIlUTHI, KOHTPOJS LIEIOCTHOCTH,
pasrpaHuyeHus  JOCTyNna,  OOHAapy>KEeHUs  BTOPXKEHUH,  aHaiuM3a  3alUIIEHHOCTH,
KpUNTOrpadguueckon 3amuThl UHPOPMALIUH, TOJICUCTEMY YIIPABJICHUS 3AIIUTON BEO-TIOPTANIOB.



4. Obpa3oBaTesibHbIE TEXHOJIOTHH

13?1 HaumenoBanue pasaesna (Buabl yueOHbIX 3ansiTuii |{O0pa3oBare/ibHbIE TEXHOJIOTHHT
1 2 3 4
1. |lIpasosas ocnosa Jlexyus 1. Tpaouyuonnas nexyus ¢
3auumuol uHGopmayuu UCNONIb308AHUEM NPE3eHMAaYUll
02PAHUYEHH020 0OCMYNA
CamocmosmenvHas Paboma ¢ numepamypoii
paboma Koncynomuposarnue u nposepxa
3aA0aHUll NOCPeOCmEoM
9/IeKMPOHHOU NOUMbL
2 |Tema 2. Yeposwi Jexyus 2.1 Tpaouyuonnas nexyus ¢
bezonacrocmu Jlexyus 2.2 UCNONb308AHUEM NPE3CHMAYULL
KOMNbIOMEPHBIX cemeli
CamocmosmenvHast Paboma ¢ numepamypoii
\paboma Koncynomuposanue u nposepxka
3A0aHULl NOCPEOCMBOM
91eKMPOHHOU NOYMbL
3 |Tema 3. Mooenwv yepoz u  |Jlexyus 3. Tpaouyuonnas nexyus c
MoOelb Hapyuumers UCNOIb308AHUEM NPe3eHMAayUll
KOMNbIOMEPHBIX cemeli
CamocmosmenvHast Paboma ¢ numepamypoii
\paboma Koncynomuposanue u nposepxka
3A0aHUL NOCPEOCMBOM
91eKMPOHHOU NOYMbL
4 |Tema 4. Meoxccemesoe Jlexyus 4. Tpaouyuonnas nexyus c
9KPAHUPOBAHUE UCNONIb308AHUEM NPE3eHMaYUll
Camocmosmenvhast Paboma ¢ numepamypoti
paboma Koucynomuposanue u npogepka
3aA0aHUll NOCPEOCMBOM
91eKMPOHHOL NOYMbL
5 (Tema 5. Cucmemuol Jlexyus 5.1 Tpaouyuonnas nexyus c
0OHapyceHus U Jexyusn 5.2 UCNONIb308AHUEM NPE3eHMAYUL
npeoomepaujeHus. amax
CamocmosmenvHas Paboma c numepamypoii
\paboma Koncynomuposanue u nposepxa
3a0anuil NOCpeodcmeom
9NEeKMPOHHOU NOYMbL
6 |Tema 6. OcHosol Jlexyus 6.1 Tpaouyuonnas nexyus c
mexHoao2uu supmyanvusix |Jlexyus 6.2 UCNONIL308AHUEM NPE3CHMAYULL
sauuwennvix cemeti VPN
Camocmosamenvras Paboma ¢ numepamypoti
paboma Koncynomupoeanue u nposepka
3A0aHUll NOCPEOCMBOM
97IeKMPOHHOU NOUIMbL
7 |Tema 7. 3awuma na Jlexyus 7.1 Tpaouyuonnas nexyus ¢
KaHanvHoM, ceancogom u  |Jlexyus 7.2 UCNONIb308AHUEM NpE3eHMaYUll
cemesom YpPOoGHsX Jlexyus 7.3
Camocmoamenvras Paboma ¢ numepamypoti
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paboma Koncynomuposanue u npogepka
3aA0aHUll NOCPeOCmMEoM
91eKMPOHHOL NOYMbL
8 |Tema 8. 3awuma eeb- Jexyusn 8.1 Tpaouyuonnas nexyus ¢
nopmanos Jlexyus 8.2 UCNONL308AHUEM NPE3EeHMAYUL
Camocmosamenvras Paboma ¢ numepamypoii
paboma Kouncynomuposanue u npogepka

3aA0aHUll NOCPEOCMBOM
9NeKMPOHHOU NOYUMbl

9 |llpakmuueckoe 3ansmue
1. Pazpabomxa moodenu
Vepo3 u Hapywumens

IIpaxmuueckoe 3anamue
1.

Buinoanenue u 3awuma
npakmu4yecKkoco 3a0aHUsA

KOMNbIOMEPHOU cemu Camocmosmenvrasn
paboma
10 |IIpakmuueckoe 3anamue |lIpaxmuueckoe 3anamue |Bvinoinenue u 3auuma
2. Aomunucmpuposanue |2. NPAKMULECKO20 3A0AHUSL
MedHccemesvlx IKpAHO8
Camocmosmenvhas
paboma
11 |Ilpaxmuueckoe 3ausmue |IIpaxmuueckoe 3ansmue |Bvinonnenue u 3auuma
3. Cozoanue 3. NPAKmMu4ecKo20 3a0aHUs.
0eMUTUMAPUZ08AHHOU
30HbL Camocmosmenvhas
paboma
12 |Ilpakmuueckoe 3anamue |IIpaxmuueckoe 3anamue |Bvinoinenue u 3auuma
4. Cozoanue VPN-xkanana. |4. NPAKMUYECKo20 3a0aHUs
Camocmosmenvras
\paboma
13 |lIpakmuueckoe 3ansamue 5 |CamocmosmenvHas Buvinonnenue npakmuyecrkozo
(KoHmpovHoe). \paboma 3a0anus

Paspabomxa u cozoanue
makema 3auuuyénHot
cemu opeanuzayuu u
Gunuana

B nepuon BpeMEHHOro IMPHOCTAHOBJIEHUS MOCELIEHUS OOYyYaloIMMUCS MOMEIIEHUN U
tepputopun PITY. s opranuzammu y4eOHOro mpoliecca ¢ MPUMEHEHUEM 3JIEKTPOHHOTO
oOydeHHs W JUCTAHLMOHHBIX O0pa30BaTENbHBIX TEXHOJOTUH MOTYT OBITH HCIIOJIb30BAHbI

CJICOAYIOIINC O6pa30BaTCJIBHBIe TCXHOJIOTHH:

— BUACO-JICKIINH,

— OHJIAMH-JICKIIUU B PCKUME pCaJIbHOTO BPEMCHH,

— JJICKTPOHHBIC y‘Ie6HI/IKI/I, y‘Ie6HBIe HOCO6I/I$I, HAaY4YHBIC U3JJaHUA B 3JICKTPOHHOM BUAC U
JOCTYII K HHBIM 3JICKTPOHHBIM O6p3.30BaTeJ'ILHLIM pecypcam;

— CUCTEMBI IOJId DJICKTPOHHOT'O TCCTHPOBAHUSA;
— KOHCYJIbTalluU C UCITIOJIb30BAHUCM TCIICKOMMYHUKAIITMOHHBIX CPCACTB.




5. OneHka IVIaHNPYeMbIX Pe3yJIbTATOB 00y4YeHHs

5.1. Cucrema orieHUBaHUS

11

®opMa KOHTPOJISI

Makc. KoJIu4ecTBO 0aJ1710B

3a oxny Bcero
padorty
Texymuii KOHTPOJIb:
3 bannos 24 6annos
- npaxmuyeckoe 3anamue [ 6 6annos 6 bannos
- npakmuyeckue 3auamusi 2-4 10 6annos 30 bannos
[IpoMexxyTouHas arrecTanus 40 b6annos
Koumponvnoe npaxmuueckoe 3aoanue
Hroro 3a cemectp 100 6annos
3a4ém ¢ OUEHKOU

[Tony4eHHBII COBOKYITHBIH PE3yIbTaT KOHBEPTHPYETCS B TPATUIIMOHHYIO IIIKATy OLICHOK U B
HIKaTy OlleHOK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHus kpeautos (European Credit
Transfer System; ganee — ECTS) B COOTBETCTBUH ¢ TaOIHUIICH:

100-6ammpHast TpazmiHonHas mKana [kaia
nIKasa ECTS
95100 OTJIMYHO A

83 —94 B

68 — 82 XOpOIIIO 3a4TEHO C

gg : gg YIIOBJIETBOPUTEIHHO [E)
2049 FX
0_19 HEY/IOBJICTBOPUTEIILHO HE 3a4TEHO F
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5.2. Kputepuu BbICTaBJICHUS OLEHKH 110 TUCIUILIMHE

Banany/
HIxkana
ECTS

Onenka nmo
JTUCIHUILINHE

Kpurepum oueHku pe3yjbTaToB 00yUYeHHS 110
AMCHMILINHE

100-83/
A.B

«OTIIMYHOY/
«3a4TEHO
(oTI4aHO)»/
«3a4TEHO»

BricTaBmisiercs 00yJaroneMycsi, €Ciii OH TITyO0KO H
IPOYHO YCBOWJI TEOPETUUCCKUN U MPAKTHUCSCKHH
MaTepuall, MOXKET MPOJAEMOHCTPUPOBATH ATO HA 3aHATHUIX
U B XOJIC POMEKYTOYHOM aTTECTAIIH.

OOyyaromuiicsi KICYEPIIBIBAIONIC ¥ JIOTMYECKU CTPOIHO
u3jaraet y4eOHbI MaTepHrall, YMEET yBsI3bIBATh TCOPHUIO C
MPaKTUKOM, CIPABIISCTCS C PELICHUEM 3a/1a4
poeCCUOHATHLHON HAIIPABICHHOCTH BHICOKOTO YPOBHS
CJIOKHOCTH, IPAaBUJIIBHO 000CHOBBIBAET IIPUHATBIC
peIICHMS.

CB00OIHO OpUEHTHPYETCSI B YUeOHOH 1
podeCcCUOHATIBLHOM JIUTeparype.

OneHka no JUCHUILTMHE BBICTABISAIOTCS 00ydaromeMycs ¢
y4€TOM PE3YJIBTATOB TEKYIEH U IPOMEKYTOUHON
aTTeCTalUu.

Komrniereniuu, 3aKkpeni€énnple 3a JUCUUILTMHON,
c(hOpMHUPOBAHBI HA YPOBHE — «BBICOKUI».

82-68/

«XOpOMIO»/
«3a4TECHO
(xoporo)»/
«3a4TEHO»

BeicraBnsercs o0yyaromemMycs, €ClIM OH 3HAeT
TEOPETUYECKUM U IPAKTUYECKUNA MaTEpHas, FPaMOTHO U I10
CYILIECTBY M3JIaraeT €ro Ha 3aHATHUSIX U B XOJ1€
IIPOMEKYTOUYHOH aTTECTallMH, HE IOIIYCKasl CYIIECTBEHHBIX
HETOYHOCTEH.

OOyuaromuiicss IpaBUIbHO PUMEHSET TEOPETHUECKHE
MIOJIOKEHUS MTPU PEIICHUH TPAKTHYECKUX 3a/1a4
npogeccnoHaIbHON HAIIPABICHHOCTH PA3HOIO YPOBHS
CJI0KHOCTH, BJIaJIE€T HEOOXOAUMBIMHU ISl 3TOTO HaBBIKAMU
U IpUEMaMH.

JlocTaTOYHO XOpOILIO OPUEHTUPYETCS B yUEOHOH U
npogeccuoHaIbHOM JTUuTeparype.

OneHka no JUCHUILIMHE BBICTABIISAIOTCS 00y4daromeMycst ¢
y4€TOM PE3YJIBTATOB TEKYIIEH U IPOMEKYTOUHON
aTTECTALlUN.

Komnerenmum, 3akpenia€éHuble 3a AUCIUTIIMHOM,
c(OpMHUPOBAHBI HA YPOBHE — «XOPOIIHIIY.

67-50/
D,E

«yIOBIETBOPH-
TEITbHOY/
«3a4TEHO
(ymoBneTBOpH-
TEIBHO)»/
«3aUTEHOY

BrictaBnsiercs o0yyaromemMycs, €Ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUI U IPAKTUYECKUN MaTepual,
JIOMYCKAET OT/AEIbHbIE OMIUOKH MPH €ro U3JI0KEHUHU Ha
3aHATHUAX U B XOJ€ MPOMEXYTOYHOU aTTECTALlAH.
OOyuaronuiics UCTIBITHIBACT ONpeIEIEHHbIE 3aTPYAHEHUS
B IPUMEHEHHNH TEOPETUYECKUX IOJI0KEHUN ITPU PEILICHUH
MPAKTUYECKHX 337124 MPO(HeCCHOHAIBHON HAPaBIEHHOCTH
CTaHJapTHOI'O YPOBHS CIIOKHOCTH, BJIAZICET
HEOOXOAUMBIMHU JJISl 3TOT0 Oa30BBIMH HABBIKAMU U
NpUEMaMHU.

JleMOHCTpHpYET 10CTaTOYHBIN YPOBEHb 3HAHUS y4eOHOM
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banabl/ Ouenka no Kpurepum oueHku pe3yjbTaToB 00y4YeHHS 110
Hlxana AMCHMILINHE AUCHUILINHE
ECTS
JUTEPATYpPhl IO TUCLUIUINHE.
OneHka no JUCHUILIMHE BBICTABIISIOTCS 00yUYaromeMycs ¢
y4€TOM PE3YJIBTATOB TEKYILEH U IIPOMEKYTOUHON
aTTeCTalUu.
Kommniereniuu, 3akpeniénnpie 3a JUCUUILIMHON,
c(hOpMHUPOBAHbI HA YPOBHE — «IOCTATOYHBIN).
49-0/ «HEYIOBIETBOpPHUTE | BricTaBiseTcst oOydaronieMycsi, €ciii OH He 3HaeT Ha
F.FX JILHO»/ 0a30BOM ypOBHE TEOPETUUECKHUI M MPAKTUICCKUN
HE 3a4TEHO MaTepHal, JoMycKaeT rpyobie OMIMOKH TP ero

M3JI0’)KEHUU Ha 3aHATHUSX U B XOE TPOMEKYTOUHON
aTTeCTaluu.

OOyuaronuiics UCTIBITHIBAECT CEPhE3HBIE 3aTPYAHEHUS B
IIPUMEHEHNN TEOPETUYECKUX ITOJI0KEHUI IIPU PELIEHUN
NPaKTUYECKUX 3a/1a4 IPO(PECCUOHATIbHON HAlpaBIEHHOCTH
CTaHJAapPTHOI'O YPOBHS CIIOKHOCTH, HE BIaIEET
HEOOXOIMMBIMH ISl 3TOIO HaBBIKAMU U IPUEMAMH.
JleMoHCTpHpYET (pparMeHTapHbIC 3HAHUS YIeOHOH
JUTEPATYypsl 110 TUCLUIUIAHE.

OneHka o JUCLUIUIMHE BBICTABIIAIOTCS 00Y4aIOIEMYCS C
Y4€TOM pe3yJIbTaTOB TEKYLIEH U IPOMEKYTOYHOU
aTTeCTaluu.

KomniereHiumn Ha ypoBHE «I0CTaTOYHBINY, 3aKPETUIEHHBIE
3a AUCUUIUINHON, HE C(OPMHUPOBAHEI.

5.3. OueHoyHsle

cpenctBa  (Marepuanbl) L TEKYIIETO  KOHTPOJSA  YCIEBA€MOCTH,
MIPOMEKYTOUYHOM aTTeCTAIlMi 00YJArOIIUXCS IO JUCIUILTHHE

Yemmuouii onpoc

YCTHBII ompoc — 3TO CpeICTBO KOHTPOJsS, OpPraHM30BaHHOE Kak crHenuaibHas Oecena
mpernojiaBaresis ¢ OOy4YalollMMCS Ha TEMbl, CBS3aHHBIE C W3y4yaeMOW JUCIUIUIMHOW, U
paccuMTaHHOE Ha BBIACHEHHE 00bEMa 3HAHMHU, OOyyaromIerocs Mo OmnpeAeraEHHOMY pasfeny,
Teme, npoOsemMe U T.1.

Ilepeuens ycmuuix 60npocog 013 npoeepKu 3HAHUU

Ne | Bonpoc Peanusyemas
KOMIIETEHIIHS
1. | [HonsaTtus «uHbOpMAIUNY, «BUABI HHPOPMAITUNY [1K-3.1, I1K-3.2, [1K-3.3
«CaHKIIMOHUPOBAHHBIN M HECAaHKITMOHUPOBAHHBIN JTOCTYIT K
UHOpPMALIUN
2. | TloHATHS «@I€PCOHATBHBIX TAHHBIX», BUJBI TailH [1K-3.1, [1K-3.2, [1K-3.3
3. | OTBETCTBEHHOCTH 3a MPECTYIJICHUS B chepe KOMIbIOTEPHOI I1K-3.1, T1K-3.2, T1K-3.3
nH(popMaluu
4. | Bunsl cereit [1K-3.1, [1K-3.2, [1K-3.3
5. | Yro Takoe MapuipyTu3anus 1 MeTpuka’? I1K-3.1, T1K-3.2, T1K-3.3
6. | Yro nmpexncrapusier coOoii Gpu3NIECKHid aipec ycTporucTa? I1K-3.1, T1K-3.2, T1K-3.3
7. | Uro npencrasinsier co00il TOTHYeCKuit ajipec ycTpoiicTa? [1K-3.1, I1K-3.2, [1K-3.3
8. | Bujabl aTrak Ha KOMITBIOTEPHBIC CETH I1K-3.1, I1K-3.2, I1K-3.3
9. | Ya3BUMOCTH KOMITBIOTEPHBIX CeTel [1K-3.1, I1K-3.2, [1K-3.3
10. | Pa3zpaboTka MoJenu yrpos. I1K-3.1, T1K-3.2, T1K-3.3
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11. | Pa3paboTka MOEIN HAPYIITUTEIS. [1K-3.1, I1K-3.2, [1K-3.3
12. | MexcereBble dKkpaHbl uX BHAbl. AnmuHucTpuposanue | I1K-3.1, ITK-3.2, TIK-3.3
MEKCETEBBIX IKPAHOB.
13. | lemmintapuzoBaHHas 30Ha, €€ MOHATHE U CTPYKTYpa I1K-3.1, T1K-3.2, T1K-3.3
14. | CocraBaistomye 3aiuThl IEPUMETPA. [1K-3.1, I1K-3.2, [1K-3.3
15. | Ocobennoctu nepumerpa coBpeMeHHbx KC I1K-3.1, T1K-3.2, I1K-3.3
16. | Peanmmzanusa mexanusma VPN [1K-3.1, I1K-3.2, [1K-3.3
17. | VPN-kimuent, VPN-cepBep u nutto3 6e3onacHoct VPN, [1K-3.1, I1K-3.2, [1K-3.3
18. | Knaccudukanus cereit VPN. I1K-3.1, I1K-3.2, [1K-3.3
19. | Ilporokon PPTP. CtpykTypa makera. I1K-3.1, TIK-3.2, TIK-3.3
20. | IIponietypa ycranoBienust SSL-ceccun. I1K-3.1, T1K-3.2, T1K-3.3
21. | 3amuTa GECIIpOBOJIHBIX CETEH [1K-3.1, I1K-3.2, [1K-3.3
22. | Apxurekrypa creka npoTokosioB IPSec I1K-3.1, T1K-3.2, T1K-3.3
23. | 3ammra nepenaBaeMbIX JaHHBIX ¢ momolkio mpotokonoB AH u | T1K-3.1, I1K-3.2, T1K-3.3
ESP
24. | IIpoTokos ayTeHTH()UIMPYIOIIETro 3ar0JIOBKA. I1K-3.1, T1K-3.2, T1K-3.3
25. | Ilpumenenue mporokona AH B tpancnmoptHoM u TynHensHoM | [1K-3.1, I1K-3.2, I1K-3.3
peXIMax
26. | ITporokon MHKAICYTUpYIOLIeit 3aIUTHI, npumenenue | [1K-3.1, I1K-3.2, I1K-3.3
nportokosia ESP B TpaHCOPTHOM U TYHHEJIBHOM pEXKUMaXx.
27. | Ilporokon ynpapnenus: kpuntokiatoyamu IKE I1K-3.1, T1K-3.2, TIK-3.3
28. | 3amgaum, permaemeie npoTokoiaamu [KE [1K-3.1, [1K-3.2, [1K-3.3
29. | YcraHosiieHue 0€30MMacHON accoLrauu [1K-3.1, [1K-3.2, [1K-3.3
30. | ba3sl ganusix SAD u SPD [1K-3.1, I1K-3.2, [1K-3.3
31. | OcHoBHBIE cxeMbl TpuMeHeHHsT [PSec I1K-3.1, I1K-3.2, I[1K-3.3
32. | [IpakTuueckue acmeKThl  3alllUThl  BEO-IOPTAIOB or | [1K-3.1, [1K-3.2, [1K-3.3
MH(OPMALIMOHHBIX aTaK
33. | TunoBas apxuTeKTypa BeO-noprajia I1K-3.1, T1K-3.2, T1K-3.3
34. | TloncucreMbl aHTUBHPYCHOM 3aIWTHI I1K-3.1, TIK-3.2, T1K-3.3
35. | IlogcuctemMbl KOHTPOIIS IIENIOCTHOCTH [1K-3.1, I1K-3.2, [1K-3.3
36. | Ilogcucremsl pasrpaHuyeHUs IOCTyma [1K-3.1, [1K-3.2, [1K-3.3
37. | Tloncucrembl OOHAPYKEHUS BTOPIKEHUI I1K-3.1, TIK-3.2, T1K-3.3

Konmponvnoe npakmuueckoe 3a0anue — npoeepka chopmupoeannocmu KomMnemeHyuil —

IIK-3.1, ITK-3.2, IIK-3.3

CTyIeHT J0/DKEH CAATh BBITIOJHEHHOE KOHTPOIbHOE 3a1anne. OnucaHue 3a1aHue PUBEICHO B
o 9.1

IIpumepnvie mecmoswvie 3a0anun — nposepka cpopmupogannocmu komnemenyuit — ITK-3.1,
IIK-3.2, ITK-3.3

1. BupryaasHas 3ammménnas cetb VPN — 310

a) 00beIMHEHNE KOMITBIOTEPOB B CETh Yepe3 OTKPHITYIO BHEIIHIO Cpeay Iepeaadn
UH(OPMALIUU B €IUHYIO BUPTYaJIbHYIO KOPIIOPATUBHYIO CETh AJIs oOecreueHus: 0e30nacHOCTH
LUAPKYJIUPYIOIIHX JaHHBIX.

0) 0Ovedunenue TOKANbHBIX Cemell U OMOeIbHbIX KOMNbIOMEPO8 Yepe3 OMKPLIMYI BHEUWHIO
cpedy nepedayu UHQopMayuu 8 eOUHyI0 BUPIMYAIbHYIO KOPHOPAMUSHYIO Cenlb,
obecneuusarowyo 6€30nacHoCb YUPKYIUPVIOWUX OAHHBIX.

B) 00bEIMHEHNE JTOKATBHBIX CETEH M OTJEIBHBIX KOMITBIOTEPOB Uepe3 II00aTbHYIO CETh
HHTepHeT B eIlMHYI0 BUPTYaJbHYIO KOPIIOPATUBHYIO CETh, 00ECIIEUHBAIOLIYI0 O€30MAaCHOCTD

HUPKYJUPYIOMNUX TaHHBIX.




15

r) 00beIMHEHHE OT/CIBHBIX KOMIBIOTEPOB U MOOMIIBHBIX YCTPOHCTB uepe3 IN100aIbHYIO CETh
HHuTepHeT B €IMHYIO BUPTYAIbHYIO KOPIIOPATUBHYIO CETh, 00ECIIEUNBAIOIIYI0 O€3011aCHOCTh
OUPKYIUPYIOIMIUX JaHHBIX.

2. 1o npu3Haky «padodero» ypoBHsi moaeau OSI pazaunuaror cienyrommue rpynnsl VPN:

a) VPN kananvno2o yposHsi;

0) VPN npuknaaHoro ypoBHs;

8) VPN cearcogoeo yposHs.

2) VPN cemesoeo yposHsi,

1) VPN TpaHCIIOPTHOTO YPOBHS;

e) VPN nipencraBuTEI-CKOTO ypOBHSL.

6. YueOHO-MeTOIMUYECKOEe M HH(POPMALIMOHHOE 00ecnedeHne TUCIUTITUHBI

6.1. CiucoK HCTOYHHUKOB U JIUTEPATYPHI

Hctounuku

OCHOBHBIC

. @edepanvuviti 3axkon «O0 wuHDOpManMH, WHPOPMAIMMOHHBIX TEXHOJOTHSAX M O 3alIUTE

unpopmanum» ot 27.07.2006 Ne 149-@3. [DOnektponnsiii pecypc| : Pexum nocryna :
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBob6oaHbIi. — 3ari. ¢ sKpaHa.

. Pyxosoosuwuii OOKYMeHm. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI. 3amura oT

HECaHKI[MOHMPOBAHHOTO jAocTyna K uH(popmanuu. Knaccudukanus aBTOMaTH3MPOBAHHBIX
CHUCTeM W TpeOOBaHHUS IO 3alIKUTe WHPOPMALUU. YTBEPKICHO PEIICHHEM IpeJceiaTels
['ocynapcTBeHHoOl TexHuueckoi komuccuu npu llpesunente Poccuiickoit ®denepauuu ot 30
mapta 1992 r. [DnextponHbii pecypc] : Pexum moctyma : https://fstec.ru/files/487/---30--
1992-400/876/---30--1992-.pdf, cBoGOaHBINH. — 3ari1. ¢ 3KpaHa.

Pykosoosiyuii  0ookymenm.  CpeictBa  BBIUMCIUTENBHOM  TEXHHMKH.  3amuTra  OT
HECAaHKIIMOHMPOBAHHOTO JocTyna K uWHpopMmanuu. llokasarenn 3ammmiéHHOCTH OT
HECAaHKIIMOHMPOBAHHOTO JOCTyNa K HMH(pOpMalMU. YTBEPKICHO pEIIeHUEeM IMpeacenaTens
['ocynapctBeHHoOM TexHu4yeckon komuccuu npu [pesunente Poccuiickoit @eneparuu ot 30
mapta 1992 r. [DnektponHsiii pecype] : Pexum nocryma : https://fstec.ru/files/486/---30--
1992-399/874/---30--1992-.pdf, cBoGO1HBII. — 3ari1. ¢ SKpaHa.

JOIIOJITHUTCIIbHBIC

@eodepanvhuiti 3axon «O TEPCOHAIBHBIX NaHHBIX» OT 27.07.2006 No 152-®3 (mocnemusis
penaKius). ONEKTPOHHBIN pecypc] : Pexxum J0CTyIIa
http://www.consultant.ru/document/cons_doc LAW_ 61801/, ceo0oaHbIi. — 3ari. ¢ SKpaHa.

. Bazosasa mooenv yepos 0€30MaCHOCTH TEPCOHANBHBIX JAHHBIX MpPU WX 00paboTke B

MH(OPMALIMOHHBIX CHCTEMax MEepPCOHAIbHBIX JaHHBIX (Bbimucka). (yrB. OCTOK PO
15.02.2008) [DnexTponHbIii pecypc] : Pexxum nocryna : https://fstec.ru/files/492/---15--2008-
/887/---15--2008-.pdf, cBoOGOaHBII. — 3ari1. ¢ 3KpaHa.

Ilpuxaz @CTOK Poccuu ot 11.02.2013 Ne 17 (pen. ot 15.02.2017) «O6 yTBep)aeHUU
TpeboBanuii o 3ammre uWHQOpPMALMM, HE COCTABISIIONIEH TOCYAapCTBEHHYIO TaliHy,
coJiepKalleiics B rocy1apCTBEHHBIX HHPOPMALIMOHHBIX CUCTEMax». [ DIeKTPOHHBIN pecypc] :
Pexxum nocryma : https://fstec.ru/files/235/----11--2013--N-17/264/----11--2013--N-17.pdf. —
3ari. ¢ ’KpaHa.

Jlureparypa

OCHOBHas
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. Onugpep, B. I OcHOBHI ceTeil nepeaaun MaHHbBIX : yueOHoe mocodue / B. I'. Omudep, H. A.

Omudep. — 2-e u3a. — Mocksa : UHTYUT, 2016. — 219 c. — Tekct : anekTpoHHbIH // JlaHs :
3JIEKTPOHHO-OnOmoreunas cucrema. — URL: https://e.lanbook.com/book/100346. -- Pexum
JOCTYIIA: JIJIsl aBTOPHU3. TI0JIb30BATEIICH.

. Jlososeykuu, B. B. 3amuTta aBTOMaTH3UPOBAHHBIX CHCTEM OOpabOTKM HH(POpPMALUM U

TEJICKOMMYHHUKAIIMOHHBIX CeTeH : ydeOHoe mocoOue mis By30B / B. B. Jlozosenxkwii, E. T
Komapos, B. B. Jle6enes ; nox penakiueii B. B. JlozoBenkuii. — 2-¢ u3a., crep. — CaHKT-
[erepOypr : Jlanb, 2024. — 488 ¢. — ISBN 978-5-507-47615-2. — TekcT : 31eKTpOHHBIH //
Jlanb : snekTpoHHO-OMOMHoTeuynas cucrtema. — URL: https://e.lanbook.com/book/397355 —
Pexxum mocTyma: s aBTOpHU3. MOJIb30BATEIICH.

bacwina, E. A. CereBas uHpopmanmonHas Oe3onmacHOCTh : yueOnumk / E. A. bacbHsa. —
Mocksa : HUSAY MHUDU, 2023. — 224 c. — ISBN 978-5-7262-2949-2. — Texkcr :
IeKTpoHHBIN //  JlaHb : AEKTPOHHO-OMOINOTeYHAS CUCTEMA. — URL:
https://e.lanbook.com/book/355511. — Pexxum gocTyma: 1jist aBTOPU3. MOJIb30BATEIIEH.

JomnonuurtenbHas

. Kpaxosckuii, FO. M. Metoapl 3aiuTel HHPOpMAIUK : yaeOHOe mocodue st By3oB / FO. M.

Kpakosckuii. — 3-¢ uzn., nepepad. — Cankr-IlerepOypr : Jlans, 2021. — 236 ¢. — ISBN
978-5-8114-5632-1. — TekcT : anekTpoHHBIH // JIaHb : 3JeKTPOHHO-OMOIMOTEYHAs CUCTEMA.
— URL: https://e.lanbook.com/book/156401 (mata obpamenus: 04.04.2023). — Pexum
JOCTYTIA: JIJIsl aBTOPU3. TIOJIH30BATEIICH.

6.2. [Tepeuens pecypcoB HHGOPMAITMOHHO-TEIIEKOMMYHHKAITMOHHOUN ceTh «THTepHETY.

1.

bank oannvix yepos 6ezonacHoctu urgopmayuu. [dnextponnsiii pecype] / ®CTIK Poccun,
DAY «'HUNU IIT3U ®CTIK Poccun» — Pesxum goctyna : URL: https://bdu.fstec.ru/threat,
CBOOOAHBIN. — 3ari. ¢ KpaHa.

. Buoeo ypoku Cisco Packet Tracer. Kypc mosoaoro 6oiima. [DnexktpoHHblit pecypce] : Pexxum

nocryma :  https://lwww.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBOOOAHBII. — 3arII. C FKpaHa..

. Buoeo ypoxu Cisco Packet Tracer. Kypc monogoro 6oitna. [DnekrpoHHbIit pecype] : Pexxnm

noctyna :  https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBOOOHBIN. — 3arI. ¢ HKpaHa.

. MaTepHaJIbHO-TeXHI/I‘-IeCKOC od0ecneueHue AUCHHUIIJIMHBI

MaTepI/IaJ'IBHO'TeXHI/ILIeCKa}I 0asa BKJIFOYAET y‘Ie6HLIe AyAUTOPUHN IS IIPOBCACHUSA 3aHATHHI

JJCKIIMOHHOIo0  THIIa, 3aHATHH CCMHUHAPCKOro TUIIA, TPYNIIOBBIX W HHIAWBHUAYAJIbHBIX
KOHCYHBT&HHﬁ, TEKYLICTO KOHTPOJIA U HpOMe)KYTO"IHOI\/’I aTTeCTaluu.

CoBpeMeHHBIN KOMITBIOTEPHBIN KJIACC OCHAIIEH
CocraB nporpammHuoro odecnevyenus (II0)

Nenn Haumenosanue 110 [TponsBoauTens Crioco0
/m pacpocTpaHeHUs
(ﬂuI/;eHSuOHHoe uiu
c80000HO

Pacnpocmparsiemoe)

1 Adobe Master Collection CS4 Adobe JINIIEH3UOHHOE

2 Microsoft Office 2010 Microsoft JIUIIEH3HOHHOE

3 Windows 7 Pro Microsoft JINIIEH3UOHHOE

4 AutoCAD 2010 Student Autodesk CBOOOIHO

pacupoCTpaHsIeEMOe
5 Archicad 21 Rus Student Graphisoft CBOOOJTHO
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pacupoCTpaHsIeMOe
6 SPSS Statisctics 22 IBM JIMLIEH3UOHHOE
7 Microsoft Share Point 2010 Microsoft JIMLIEH3UOHHOE
8 SPSS Statisctics 25 IBM JIMLIEH3UOHHOE
9 Microsoft Office 2013 Microsoft JIMLEH3UOHHOE
10 | OC «Anbt O6pazoBanue» 8 000 «bazanet CIIO | nM1IEH3MOHHOE
11 | Microsoft Office 2013 Microsoft JIMLIEH3UOHHOE
12 | Windows 10 Pro Microsoft JIMLIEH3UOHHOE
13 | Kaspersky Endpoint Security Kaspersky JIMIICH3UOHHOE
14 | Microsoft Office 2016 Microsoft JIMLEH3UOHHOE
15 | Visual Studio 2019 Microsoft JIUIEH3HOHHOE
16 | Adobe Creative Cloud Adobe JIALIEH3UOHHOE
17 Zoom Zoom JINIIEH3UOHHOE
18 | Cisco Packet Tracer 8 Cisco Corp. CBOOOTHOE
BKJ'IIO‘laI-OH_II/Iﬁ Hapsaay € KOMIIBIOTCpaMu, HO,Z[KJ'IIO‘léHHBIMI/I K CCTU I/IHTepHeT, 9KpaH H
HIPOEKTOP.

JIs1st TpoBEICHHS 3aHATHI ICKIIMOHHOTO THIIA TPEJIAraf0TCsl TEMATHYCCKUE HILTFOCTPALIUH
B opmare npezenTanuii PowerPoint.

Ilepeuens B/l u UCC
Nerr/it HaunmenoBanue
1 MexnyHaponnbsie pedepaTuBHble HaykomeTpudeckue bJl, moctymHble B paMKkax
HaMOHAILHOM noanucku B 2020 1.
Web of Science
Scopus
2 [Ipodeccuonanpupie monHoTeKCTOBBIE bBJl, AOCTymHBIE B pamMKax HalMOHAIBHON

noamucku B 2020 1.

XKypuansr Cambridge University Press
ProQuest Dissertation & Theses Global
SAGE Journals

XKypuaner Taylor and Francis

3 [TpodeccronanbHble MOMHOTEKCTOBBIE b1

JSTOR

W3nanus mo oOiecTBEHHBIM U T'yMaHUTApHBIM HayKaM
OnektponHas 6ubimoreka Grebennikon.ru

4 KomMmnbroTepHbie cripaBOYHbIE TIPABOBBIE CHCTEMBI
Koncynsrant Ilmroc,
I'apanT

8. Obecneuenue 00pa3oBaTeILHOr0 MPoOLECcCa AJs JUI[ ¢ OTPAHMYEHHBIMU BO3MOKHOCTAMH
310pOBbHA U HHBAJIUI0B

B X0[4€ peain3aii AUCHUIIIIMHBI UCITOJB3YIOTCA CICAYIOMIUE TOIMOJTHUTCIIbHBIC
METOABI O6quHI/I5{, TCKYIICTO KOHTPOJIA YCIICBAEMOCTHU 1 HpOMe)I(YTOQHOﬁ aTTeCTalnuu
06yqalonmxcs[ B 3aBUCUMOCTH OT UX MHAUBHUAYAJIbHBIX 0COOEHHOCTEH:

® IS CHEMNBIX U CIIA00BUAAIINX:

- JeKiuu O(QOpPMISIOTCS B BHUAEC JJIEKTPOHHOTO JOKYMEHTa, JOCTYIMHOTO C TIOMOIIBIO
KOMIIBIOTEPA CO CIENUaTN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUeHUEM;

- TIMCbMEHHBIC 3aJlaHUS BBITIOJHSIOTCA HA KOMIIBIOTEpE CO CHEIUATU3UPOBAHHBIM
IPOrPpaMMHBIM 00€CTIeYeHUEM, UITH MOT'YT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrnieunBaeTCsl MHIUBUIyAIbHOE paBHOMEPHOE ocBelieHue He meHee 300 Jirokc;
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- JUIS BBIIOJHEHUS 3aJaHHs NPH HEOOXOJUMOCTH TPEIOCTABISCTCS YBEIUYMBAIOLICE
YCTPOMCTBO; BO3MOXHO TAK)K€ MCII0JIb30BaHNE COOCTBEHHBIX YBEINYMBAIOIIUX YCTPOMICTB;

- MUCHbMEHHBIE 3a7]aHus OPOPMIISIOTCS YBEIIMUEHHBIM HIPUPTOM;

- 9K3aMEH M 3a4€T MPOBOAATCSA B YCTHON (hOpME UM BBIIOIHSIOTCA B TUCbMEHHON (hopMme Ha
KOMIIBIOTEPE.

® Ui IIIYyXMX M cIa00CTBIIIAIHX:

- Jekuud O(OPMIIIOTCS B BHJIE JJIEKTPOHHOTO JOKYMEHTa, JHUOO TPedoCTaBIsSETCS
3BYKOYCHJIMBAIOIIAs annapaTypa HHAUBUIYAIbHOTO [10JIb30BaHMS;

- MUCHbMEHHBIE 3aJJaHUs BBITIOJIHAIOTCS Ha KOMITBIOTEPE B MUCHbMEHHOM (hopme;

- 9K3aMeH M 3auéT MNpOBOAATCA B NHUCbMEHHOW (hopMEe Ha KOMIBIOTEPE; BO3MOXKHO
npoBeseHue B (hopMe TeCTUPOBAHMUS.

e JUIsl JIUL C HAPYIIEHUSIMH ONIOPHO-/IBUrATEIbHOTO allapara:

- JeKUuM O(OPMIISIIOTCA B BHJE 3JIEKTPOHHOI'O JOKYMEHTA, JOCTYIHOIO C IOMOILBIO
KOMITBIOTEPA CO CHEIHMATM3UPOBAHHBIM ITPOrPAMMHBIM 00eCTIeUeHHEM;

- THUCBMEHHBIC 33JaHUS BBINOJHAIOTCA HAa KOMIBIOTEPE CO CHELMAIU3UPOBAHHBIM
MIPOrpaMMHBIM 00€CIIEYeHUEM;

- 9K3aMEH M 3au4€T NPOBOAATCA B yCTHON (hopMe MU BBIIIOJIHSIOTCS B MMCBbMEHHOM (hopme Ha
KOMIIBIOTEPE.

ITpu HEOOXOIMMOCTH MpeycMaTpUBAETCs YBEIMUYEHUE BPEMEHHU AJIs IIOATOTOBKU OTBETA.

[Iponienypa  mpoBeAeHUST  NPOMEXKYTOYHOM  arTecTai  Uis  OOYyJarOomIuxcs
YCTaHABIMBAeTCSI C Y4€TOM HUX MHIMBHIYaJbHBIX ICUXO(PHU3MUECKUX OCOOEHHOCTEH.
[TpomexyTodHast aTTeCTaIHsI MOYKET TPOBOAUTHCS B HECKOJIBKO 3TAIOB.

IIpu npoBeneHNM NPOLEAYPHl OLCHUBAHUS PE3YNbTaToOB OOYUYEHHUs IpPEAyCMaTpUBACTCS
UCTIOJIb30BAaHNE TEXHUYECKUX CPEICTB, HEOOXOAMMBIX B CBSI3W C HHIUBUAYAIbHBIMHU
0COOEHHOCTSAMHU O00ydYaroIuxcs. DT CPeJICTBA MOTYT ObITh HPEIOCTABICHbl YHUBEPCUTETOM,
WJIM MOTYT UCII0JIb30BaThCSl COOCTBEHHBIE TEXHUUECKUE CPECTBA.

[IpoBeneHne mpoueAypbl OLIEHUBaHMUSA  pE3yIbTaroB  OOydeHHUs  JIONyCKaeTcss ¢
UCTIOJIb30BaHUEM JHCTAHIIMOHHBIX 00Pa30BaTeIbHBIX TEXHOIOTHH.

ObecneunBaeTcs A0CTYN K MH(MOPMAIMOHHBIM U OuMOIMOrpauyeckuM pecypcaM B CETH
WuTepHer s Kaxkaoro oOywaromierocst B gopmax, aJalTUPOBAHHBIX K OTPaHUYEHUSIM HX
3JI0pOBbsI U BOCTIPUSTHS HHPOPMALIU:

® IS CHEMNBIX U CIA00BUIAAIINX:

- B [Ie4aTHOM (hopMe YBETUUEHHBIM IIPUPTOM;
- B (hopMe IIEKTPOHHOTO JOKYMEHTA;

- B (popme aynuodaiina.

e Ui DIIYXHX U CIa0OCHbIIAIINX:

- B IeyaTHOH popme;

- B (hopme 31eKTPOHHOTO TOKYMEHTA.

e Ui o0yYaroImuxcs ¢ HapyIIEHUsIMU OIIOPHO-ABUTaTeIbHOIO arnmapara:
- B IeYaTHOH popme;

- B (hopme 371eKTPOHHOTO TOKYMEHTA;

- B hopme aynuodaiina.

Y4eOHble ayAuTOPUH IS BCEX BUIOB KOHTAaKTHOW M CaMOCTOSITEIIHHON pabOoThHI, HaydHAS
6ubnMoTeKa M MHbIE MOMEIICHUS sl 0OyYeHHs] OCHAIICHBI CIEIHaIbHBIM 000pYJI0BaHHEM U
y4eOHBIMH MECTaMH C TEXHUYECKHMHU CPEACTBAMHU O0YICHUSI:

® IS CJICIIBIX U CIIA0OBUISIIUX:

- YCTpOMCTBOM JIJIs1 CKaHupoBaHus U uteHus ¢ kamepoit SARA CE;

- mucrieeM bpaiins PAC Mate 20;

- npuntepoM bpaitns EmBraille ViewPlus;

e U TIIYXHX U caboCibIIIanX:

- aBTOMAaTU3MPOBAaHHBIM pabOYMM MECTOM JJsi JIOJeH C HapylleHHeM cllyXa H

C71a00CIIBIIIAIINX;
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- aKyCTHUYECKUH YCUIIUTEIb U KOJIOHKH;
e Ui 00yYaroIuxcs ¢ HapyIIEHUIMU OIIOPHO-ABUraTeIbHOIO arnmapara:
- IepEeIBUKHBIMU, PETYINPYEMBIMU d3proHoMuueckumu napramu CHU-1,;
- KOMIIBIOTEPHON TEXHUKOM CO CIIEUaIbHBIM IPOrPAMMHBIM 00€CIIEUEHUEM.

9. MeToauyeckue MaTepuaJIbl

9.1. Il;nanbl MPAaKTUYECKUX 3aHATHH — TpoBepka chopmupoBaHHOCTH KomnereHmii — [1K-3.1,
[1K-3.2, I1K-3.3

Tembl yueOHON TUCIUIUIMHBI IPEyCMaTPUBAIOT IIPOBEIEHUE IPAKTUUECKUX 3aHATHM, KOTOPbIE
CIIy’KaT KakK LEeIAM TEKYyLIEr0o M IPOMEXKYTOYHOIO KOHTPOJS IMOATOTOBKH CTYIEHTOB, TaK M
HEeNsIM  TOJyYeHHUS TPAKTHYECKUX HABBIKOB IPUMEHEHHS METOJOB BBIPAOOTKU pEIICHHIA,
3aKpeIvIeHUs] W3yYeHHOIo MaTepuana, pa3BUTHS yMEHUH, NpUOOpETEeHHs OIbITa PEIICHUs
KOHKPETHBIX IpOo0JIeM, BEJIEHUS JHUCKYCCHI, apryMEHTAlluu U 3alUThl BHIOPAHHOIO PEILEHUSI.
[Tomomp B 3TOM OKa3blBalOT 3aJaHMsl U1 INPAKTUYECKUX 3aHATUM, BbIIABAEMBIE
IIPENOIAaBATENIEM Ha KaKJIOM 3aHITHH.

Ienb0 1pakTUYECKUX 3aHATHHA SABJAETCSA 3aKpEIUICHHE TEOPETUYECKOro Marepuaila |
npuoOpeTeHne TMPAKTHUYECKUX HABBIKOB pabOThl C COOTBETCTBYIOIIUM OOOPYHAOBaHHEM,
IpOrpaMMHBIM 00€CIIeYeHHEM U HOPMAaTHUBHBIMH ITPABOBBIMU JTOKYMEHTaMH.

TemaTnKa IPaKTHYECKUX 3aHATUN COOTBETCTBYET ITPOrpaMMe AUCLUIIIIMHBI.

Ilpakmuueckoe 3anamue 1 — nposepxa cghopmuposannocmu komnemenyuiui — INK-3.1, I1K-
3.2, IIK-3.3

Tema — Paszpadomka modenu yzpo3 u Hapyuiumens KOMRbIOMeEPHOIl cemu
IIpono/xkuTeIbHOCTD — 6 yu.4.
3agaHus:
1. Tlpoananu3upoBaTh yrpo3bl 6€30MaCHOCTH KOMIBIOTEPHOW CETH OpraHU3aIiu.
2. Pazpabotars Mozenb yrpo3 0€301MacHOCTH KOMITBIOTEPHOM CETH OPTaHU3aIiH 10
npeuiokeHHO! dopme ¢ yuérom HopMaTUBHBIX JoKyMeHToB PCTIOK Poccun.
3. Pa3paborarp MoJenb HApyIIUTEIS.
Yka3aHus 10 BBINOJIHEHUIO 3aaHNN:
1. U3yuuth TeopeTnyeckuii Marepuai no reMe, HopMatuBHble 10KyMeHTsl DCTIK
Poccun.
2. TlpemonaBaTenem BBIAAETCS CTPYKTYypa KOMITBIOTEPHOM CETH OpTaHU3aluu
3. CocTaBUTh OTYET O BHINOJIHEHUH NPAKTUUECKOTO 3aaHUs
4. OTBETUTH HAa TEOPETHUECKHUE BOIPOCHI B KOHIIE MPAKTUYECKOTO 3aHATHS
MarepuanbHO-TEXHHUUECKOE OOECTIeYeHNE 3aHATHS:
1. Kommerotepsl 1o konudectBy odyuatonuxcs ¢ pa3sépuyroit OC Windows 10 Pro u
Microsoft Office 2010.

Ilpakmuueckoe 3anamue 2 — nposepka cgpopmuposannocmu komnemenyuiui — INK-3.1, I1K-
3.2, IIK-3.3
Tema — AOmunucmpuposanue mexiccemesvx IKpanoe
IIpono/xkurenbHocTh — 10 y4.4.
3agaHus:

1. AnmunuctpupoBanue mexcereBoro s3kpana B OC Linux u Windows

2. PaGora ¢ mexcereBbIM 9kpanoM Cisco ASA.

3. AIMHHHCTpHPOBAaHHE MEXKCETEBBIX dKpaHOB B mporpamme Cisco Packet Tracer.
Yka3zaHus MO BBITOJHEHUIO 3a/IaHHH:

1. U3yuuth TeopeTudeckuii MaTepuai mo Teme.
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2. Ha Buptyanbubix MamuHax yctanoBUTh OC Linux 1 Windows (iryuiue 3To caenaTsb
3apaHee). HacTpouTs nuHyto y4€THYIO 3alMCh, BEIIAHHYIO ITPEHOaBATEIIEM.

3. Hacrtpouts nporpammMusie MexceTeBbie dkpanbl B OC. [IpogeMoHCTprpoOBaTh X PadoTy.

4. Cobpath cxemy o tomosoruu B Cisco Packet Tracer B MHAMBHIyaIbHOM aIpEeCHOM
MIPOCTPAHCTBE.

5. OOpaTuTh BHUMaHKHE Ha orpaHnyeHue JuieH3un npu padore ¢ Cisco ASA B Cisco
Packet Tracer

6. Ilpu pabore B uy>KOM aIpECHOM MPOCTPAHCTBE WM C UY>KOH yUETHOH 3alMChIO 3aJaHHe
CUMTAETCS HEBBIIIOJHEHHBIM.

7. CocTaBUTh OTYET O IPAKTUYECKOM 3aHATHH.

8. OTBeTUTH Ha TEOPETUYECKHE BOMPOCHI B KOHIIE MPAKTUYECKOTO 3aHATHS

MarepuanbHO-TEXHHUUECKOE 00ECTIEUeHNE 3aHATHS:

1. KomnbioTepsl no KoauuecTBy oOydarommxcs ¢ paspépuHyrodr Windows 10 Pro u
Microsoft Office 2010, Cisco Packet Tracer

2. Pa3BépHyThIC 6upmyanbHblie Mamubl B kKonndectse 2 mT. Ha kaxaoM 1K ¢ OC Linux u
Windows

Ilpakmuueckoe 3anamue 3 — nposepka cpopmuposannocmu komnemenyuii — INK-3.1, I1K-
3.2, IIK-3.3
Tema — Co3oanue oemunumapu3z06anHoll 30Hbl
IpoponxurenbHocTs — 10 yu.u.
3ajanus:
1. Co3znarh AeMUIUTAPU30BAHHYIO 30HY C HCIIOJIb30BaHHEM MeXceTeBoro skpana Cisco
ASA B nporpamme Cisco Packet Tracer.
2. Cosznarh JeMUIMTAPU30BaHHYIO 30HY Ha Mapiipyruzarope B mporpamme Cisco Packet
Tracer.
3. AJIMUHHCTPUpPOBAaHUE MEKCETEBBIX IKpaHOB B nmporpamme Cisco Packet Tracer.
YkazaHus 10 BHIMOJIHEHUIO 3aJaHUMN:
1. U3yuuth TeopeTndeckuili Marepuai mo Teme.
2. Cobpath cxemsl o Tomosioruu B Cisco Packet Tracer B uHANBHAYaIBHOM aJPECHOM
IPOCTPAHCTBE.
3. OOparuTh BHUMaHUE Ha OrpaHUueHHUe JuieH3un pu padote ¢ Cisco ASA B Cisco
Packet Tracer
4. Tlpu paGote B 4yKOM aJpEeCHOM MPOCTPAHCTBE 3a/1aHUE CUMTAETCSI HEBBIIOJIHEHHBIM.
5. CocraBUTbh OTUYET O MPAKTHUUECKOM 3aHSATHH.
6. OTBETUTH Ha TEOPETUUYECKHE BOMPOCHI B KOHIIE MPAKTUYECKOTO 3aHATHS
MarepuanbHO-TeXHUYECKOe 00eCTIeUeHHE 3aHsATHS:

1. KommbroTepsl mo KoiudecTBy oOyuatommxcst ¢ pa3BépHyroil Windows 10 Pro u
Microsoft Office 2010, Cisco Packet Tracer

Ilpakmuueckoe 3anamue 4 — nposepka cghopmuposannocmu komnemenyuu — INK-3.1, I1K-
3.2, IIK-3.3
Tema — Cozdanue VPN-kanana
HponoxutenbHocts — 10 yu.u.
Samanus:
1. Cosznare VPN-kanan mexny nsyms JIBC noBepx kaHajia CBsi3U OOIIETO MOJIb30BAHMS.
2. Hactpouts nieHTp aBTopm3anmu AAA.
YKka3zaHus MO BBITOJHEHUIO 3a/JaHHHA:
1. U3yuuth TeopeTudeckuii MaTepuai mo TeMe.
2. CoOpatb cxemsl o Toronoruu B Cisco Packet Tracer B uHIMBUIyaTbHOM aJIpeCHOM
MIPOCTPAHCTBE.
3. IlIpu pabGote B 4y:KOM aJpecHOM MPOCTPAHCTBE 3a/1aHUE CUMTACTCSI HEBBIOJIHEHHBIM.
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4. CocTaBUTH OTYET O MPAKTUUECKOM 3aHATHUU.
5. OTBeTUTH Ha TEOPETHUECKHUE BOIPOCHI B KOHIIE MPAKTUYECKOTO 3aHATHS
MartepuanbHO-TEXHHYECKOE 00CCIICUCHIE 3aHTHSI:
1. KommproTepbl 1Mo KoOaW4ecTBYy oOywaromuxcs ¢ pa3BépHyrod Windows 10 Pro wu
Microsoft Office 2010, Cisco Packet Tracer

Ilpakmuueckoe 3auamue 5 — nposepka cghopmuposannocmu komnemenyuii — INK-3.1, I1K-
3.2, IIK-3.3

Tema — Pazpabomka u cozoanue makema 3auiuiéHHOI cemu Op2anu3ayuu u guauana
IpoxoskuTeabHOCTh — 18 + 2 yu.u.

JanHoe 3aHATHE SBIISIETCS KOHTPOJIBHBIM, a 3aJJaHIE — KOHTPOJIbHBIM 33IaHUEM JIJIsl TOJTYUCHUS
3auéTa ¢ OlleHKOMN. JIJIs BBIMOIHEHHS 3a/1aHUs CTyIeHTaM Bblensercs 18 yu.4 caMocTosTeIbHON
paboThI U 2 y4.4 JUIS 3aIIUTHI PaOOTHL.

[Tpu nonHOCTHIO GYHKIIMOHUPYIOIIUX CETAX OpraHu3aluy u ¢puinana u padboTaronem
3aUIIEHHOM KaHaje CTyIeHT nmoiaydaet 40 6ayios.

Ecnu xkanan He pabotaer, Ho padoTarot 06e JIBC u AAA-cepBep — 25 6amnos. Eciau npu a3Tom
He paboraeT AAA-cepsep — 15 6amos.

B mpotuBHOM cityuae KOHTpOJIbHAs paboTa CYMTAETCS HE BHIMOJIHEHHOMN, U CTYJIEHT MOJIy4YaeTcs
0 Gamnos.

3a OTCYTCTBHUE Ha TOTIOJIOTUU CETU IET'€H IbI» WIIM HEJOCTATOYHOCTH <JIETeH Ibl» cHUMaeTcs 10
0aJIJIOB BHE 3aBUCHMOCTH OT PaOOTOCIIOCOOHOCTH TOTOJIOTHH.

Hanuuue pabotocnocoOHOM TOMOMOTUY SBISETCS MPU cade 3auéTa 00s3aTeIbHbIM, OTUETa — HA
YCMOTpPEHHE MTPenojaBaTes.

3ajanus:
1. Cobpatp Tomonoruto JIBC oprannzanuu u ¢puimana no ornvucaHuio, IpeyioKeHHOM
IperoiaBaTeseM.

2. Cosznare VPN-kanan mexay nsyms JIBC moBepx kaHasa CBsI3u OOILETo IMOIb30BaHUSI.
3. Hactpouts nentp aBropuzanun AAA.
VYKa3aHus 110 BBIIIOJIHEHHIO 33]ITaHUN:
1. M3yuuTh TEOpETHUYECKHUI MaTepHuall Mo TeEMe.
2. Cobpatb cxemsl o Tormosioruu B Cisco Packet Tracer B uHIWBHAyaIbHOM aJPECHOM
IIPOCTPAHCTBE.
3. Ilpu pabGote B 4y:XOM apecHOM IPOCTPAHCTBE 3a/IaHUE CUNTACTCSI HEBBIITOJHEHHBIM.
4. CocTaBUTb OTYET O MPAKTUYECKOM 3aHATHH.
5. OTBETUTH HA TEOPETUUYECKHE BOMPOCH! B KOHIIE MPAKTUYECKOTO 3aHATHS
MarepuanbHO-TEXHHUUECKOE OOECTIeeHNE 3aHATHS:
1. KowmmbtoTeppl mo koiuuecTBy oOydaromuxcsi ¢ pa3BépHyrod Windows 10 Pro u
Microsoft Office 2010, Cisco Packet Tracer
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Ilpunooicenue 1

AHHOTAIMS JUCIMUILINHEI

Hucuummmna «TexHoMoruu 3amuThl HHPOPMALUM B KOMIBIOTEPHBIX CETSAX» peaju3yercs: Ha
dakynbrere MHbopManmoHHBIX cucTeM U 0e30macHOCTM Jid CTYIEHTOB 1-To Kypca,
oOyyaromuxcsi 1O MporpaMMe MarucTparypbl 1o HampasieHuto noarorosku 10.04.01
Nudopmannonnas OezonacHOCTh (Mpoduib MOATOTOBKU — Opeanuzayus u mexHoio2uu
3auumul 20cyoapcmeeHnoll matinvl) KadeApoil KOMITJIEKCHOM 3aIUThl HH()OPMALIUH.

Llenp mucuurvHbl: npodeccroHalbHAs IMOATOTOBKA MArMCTPaHTOB, HEOOXoaumas st
OCBOGHHUSI METOJOB U TEXHOJOTMI 3alUThl TOCYJapCTBEHHOW TalWHbI mpu paboTe B
ABTOMATH3UPOBAHHBIX MHPOPMAITMOHHBIX CUCTEMAX.

3anauu:

JIaTh 3HAHUS:

— O HOPMATHBHBIX IMPABOBBIX aKTaX, HOPMATUBHBIMU MeToAnueckuMu aokymeHTamu DPCb u
OCTIK Poccun B 06mactu 3aiUThl HHOOPMAIIMK OTPAHUYCHHOTO I0CTYTIA;

— 00 aTakax Ha CETEeBbIEC IPOTOKOIBI

— METOJ[aX U CPeJCTBAX 3alUThI MH(HOPMAIIUY B KOMIIBIOTEPHBIX CETSX;

— 0 METOJIaX U CPEeJICTBAX MOCTPOSHUS BUPTYAJIbHBIX YACTHBIX CETEH;

— 0 METOJIaX W CPEJICTBAX ayAMTAa 3AMUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM.

JuciumuimHa HarmpaBieHa Ha (GOPMHUPOBAHKE CICTYIONINX KOMIICTCHITHIA:

e [IK-3 — Cnocoben ocyiiecTBIsATh HOA00D, U3ydeHHE U 00001IeHIe HayYHO-
TEXHUYECKOH JINTepaTyphbl, HOPMATUBHBIX M METOJJMUCCKUX MATEPUAIIOB, COCTABIIAThH
0030p 10 BompocaMm obecrieueHrss UHPOPMaIMOHHON 6€30MacHOCTH 0 TPODUITIO CBOCH
npodecCHOHATBHOM JIeITeILHOCTH);

B pe3ynbraTe 0CBOSHHS TUCHUIUIMHBI O0yUYaIOIIHIICS TOJKEH:

3HaTh.

® HOpPMaTHBHBIE MTPABOBBIE AKTHI B 00JACTH 3aIIUTHI HH(OPMALINY, HAIIHOHATbHBIE,
MEXTOCYAapCTBEHHBIE U MEKTYHAPOIHBIE CTAHIAPTHI B 00JIACTH 3alIUTHI HH(OpMAIUH,
PYKOBOJSIINE U METOIMYECKHE TOKYMEHTHI YIIOTHOMOYEHHBIX ()eIepalIbHbIX OpraHOB
WCIIOJTHUTEJILHON BJIACTH 110 3aIIUTe MHPOPMAIINH;

® OCHOBHBIC CETEBEIC aTaKu

® CrocOOBI 3aIIMTHI OT CETEBBIX aTaK

YMeTh:

e paboTaTh ¢ MPOrpaMMHBIM OOeCTIedeHUEM C COOTIOICHUEM JISHCTBYIOMNX TPeOOBaHUM 110
3amuTe nHpopmanuu

Bnaners:

e OpraHMU3aIMOHHBIMHA MEpPaMH 10 3aIUTe HHOpMAITUN

[To qucuuIuIMHE IpeycMOTpEHa TPOMEKYTOUHAs aTTecTalus B popMe 3auéma ¢ OYeHKoll.
O61mas TpyA0EMKOCTh OCBOEHUS IUCLHUIIIMHBI COCTABISAET 4 3a4ETHBIE €IUHUIIBI.



